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Change Drivers & Implications on DTV Monetisation Model

Hybrid bband/bcast is a fact

OTT coming of age 

on ubiquitous BB infrastructure

User Experience (UEX) as main

churn driver on media services

ñiPhone-ization of DTVò

Multi-screen consumption

Mainstream users develop 

ñdigital life styleò

ñiPOD-ization of PayTVò

Change Drivers Success Drivers

- Evolve both delivery & content security model 

to leverage 2-way network evolution

- Incorporate / Federate OTT elements into 

offer rather than being sidelined

- Intuitive, recommendation based

- Moving target!  key = short innovation cycles

- conveniently blend Web2.0 and TV

- Componentise the UEX (ñWidgetsò)

- Own & control the media ingress point: H-GW

- Conveniently address whole content life cycle

- Enable horizontal CE device market

- Cloud- and client-centric models will coexist

both need to be supported
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Monetising Hybridé requires the right security

» Smart Card for broadcast 

Card -based 
or Embedded

Media Player 

Dongle + 
Media Player 

Card -based

Hardware Open
Security Enabled Devices

Broadcast

Intermittent
return

Always on

» Embedded security solutions for always-on networks

» Software security for open devices
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Conditional Access Solution 
Card-based or Card-less
» Broadcast and broadband

» Highest security to leverage HDTV ï
THE driver for Digital TV

» Prohibit control word sharing

» HW root of trust

» Implementation of an advanced 
security concept

» Wide range of business models

» Subscription, PPV, VOD, Pre-paid 
Vouchers, é

» Support business models of private 
broadcasters

Multi-dimensional approach to renewability of security 

Media Player 

Dongle + 
Media Player 

Card -based

Embedded
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Media Player 

Card -based

Digital Rights Management

» Broadband

» Seamless Digital Rights 
Management

» Multiscreen

» STB

» TV / CI+ CAMs

» PC

» Tablet / Smart Phones

» Multipurpose

» VoD

» Inhome Networking

» Interoperable

Multi-dimensional approach to renewability of security 

Dongle + 
Media Player 

Embedded
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SERVICE

META DATA

DELIVERY NETWORK

FIXEDMOBILE

BROADBAND BROADCASTSATELLITETERRESTRIALCABLEDSL/FTTHWIMAX3G

META DATA RIGHTS

HOME DOMAIN

ON THE GO AT HOME

Controlled consumption points

Controlled 

delivery point

Extended Home Network

CE Devices

Persistent Rights Management   

FEDERATED SERVICES ARCHITECTURE

DEFINE DELIVER SECURE

Different in-home CPT   Different in-home CPT   Different in-home CPT   

NAS

DTCP-IP or other

ñcloud-centricò model

ñclient-centricò model

Digital Rights Management ï2 Main Models

ñBlackberry modelò

ñiPOD modelò

http://www.dlna.org/
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ON THE GO AT HOME

Controlled consumption points

Controlled 

delivery point

Extended Home Network

CE Devices

Persistent Rights Management   Different in-home CPT   Different in-home CPT   Different in-home CPT   

NAS

CPT frameworks

CASE 1: Cloud-centric ïñBlackberry Modelò
SERVICE MANAGEMENT

SERVICE DELIVERY

NAGRA Media SDP

SERVICE DEFINITION   &  CONTENT MANAGEMENT

NAGRA Media CMS

SERVICE & CONTENT SECURITY

NAGRA Media ACCESS

SERVICE PROVIDER BACKEND (OSS/BSS) META DATA

DELIVERY NETWORK
FIXEDMOBILE

BROADBAND BROADCASTSATELLITETERRESTRIALCABLEDSL/FIBERWIRELESS

IP-SDP DVB-SDP

SERVICE DEFINITION   &  CONTENT MANAGEMENT

Manage [format; protection; device]1

SERVICE & CONTENT SECURITY

Delivery of content & rights in appropriate form factors2

http://www.dlna.org/
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ON THE GO AT HOME

Controlled consumption points

Controlled 

delivery point

Extended Home Network

CE Devices

NAS

CASE 2: Client Centric ïñiPod Modelò
SERVICE MANAGEMENT

SERVICE DELIVERY

NAGRA Media SDP

SERVICE DEFINITION   &  CONTENT MANAGEMENT

NAGRA Media CMS

SERVICE & CONTENT SECURITY

NAGRA Media ACCESS

SERVICE PROVIDER BACKEND (OSS/BSS) META DATA

DELIVERY NETWORK
FIXEDMOBILE

BROADBAND BROADCASTSATELLITETERRESTRIALCABLEDSL/FIBERWIRELESS

IP-SDP DVB-SDP

SERVICE DEFINITION   &  CONTENT MANAGEMENT

Specification of ñusage rules within the homeò1

Delivery of rights to the home2

Service provider controlled license management

Service Provider contolled bridging to other ecosystems

SERVICE & CONTENT SECURITY

Persistent Rights ManagementDifferent in-home CPT   Different in-home CPT   Different in-home CPT   CPT frameworks

http://www.dlna.org/
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Media Player for Open Devices

Open devices are essential components in the home media experience

» Broadcast and broadband

» Broadcast with dongle

» OTT and IPTV w/o dongle

» Consistent and seamless solution 
across all devices 

» PC, tablets, smart phones

» Secure Player

» Renewable security

» Whitebox cryptography

» Adaptive Streaming

» e.g. Apple HTTP Live Streaming

Embedded Media Player 

Dongle + 
Media Player 

Card -based
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Monetising the Multi-Device Imperative

PC / Tablet is becoming essential in the home media experience

- as an additional entertainment screen (at home and on-the-go)

- as a companion device to enrich the navigation
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Leveraging Off-The-Shelf iDTVs

EPG or PPV Banner TV Widgets

Broadcast

PayTV 

content

VOD Service

» Ease of use ïCAPEX Saving
» One remote

» No extra cabling

» Value added apps

» Video on Demand
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CI Plus - Protection of Content
» Based on existing DVB-CI Standard

» Main requirement: achieving the same level of security as embedded solutions

» CI Plus Modul and Receiver

» Calculation & Usage  of a secure key for content protection

» Secure, authenticated channel for critical system messages

» The output of modul is encrypted

» Only certified devices are supported

Plasma / LCD 
IDTV

Smartcard

Local 
Encryption

Encrypted
Television Signal

Encrypted
Television Signal

Copy of

original

digital content

is not possible!

CI Plus Module

PCMCIA Interface

iDTV + CI Plus + Secure chipset  =  Same level of security as embedded STB
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CI Plus is a success in Europe

2009
-CANAL+
-Ziggo

2010
-Mediaset
-HD+
-KDG
-Comhem
-Volia 
-N
-Mostelecom
-Cablecom/UPC
-Boxer
-La Digital

2011
Unity Media
Skylink

» 60 millions certificates shipped (host and CAM)

» More than 50 CI Plus licensees

http://www.boxer.se/
http://images.google.fr/imgres?imgurl=http://www.lyngsat-logo.com/logo/corp/cc/comhem.jpg&imgrefurl=http://www.lyngsat-logo.com/corp/c_4.html&usg=__AusYX3cAXAKJokcloX2COk7qYnQ=&h=99&w=132&sz=7&hl=fr&start=1&sig2=zZOsLci1vTm4zP0Y82PlIA&tbnid=rn56iXPovo0YkM:&tbnh=69&tbnw=92&prev=/images?q=comhem+logo&gbv=2&hl=fr&ei=5brhSe_GF5DUjAfV-YCODg
http://www.satlogo.com/logo/hires/dd/dahlia_tv.png
http://images.google.fr/imgres?imgurl=http://www.cablecom.ch/fr/upc_marque_RGB_print.jpg&imgrefurl=http://www.cablecom.ch/fr/about/media/bilder_new/bilder_unternehmen.htm&usg=__1qsnqp7R7SCPCtj5fwmMGzcTPII=&h=1132&w=1280&sz=312&hl=fr&start=2&sig2=co9ITA6gAHM7ZrMv7ZPiBw&tbnid=VeUjZPG5EWqXUM:&tbnh=133&tbnw=150&prev=/images?q=upc&gbv=2&hl=fr&ei=FHLpStSJOovwmwOenNmZDw
http://www.hd-plus.de/
http://images.google.fr/imgres?imgurl=http://www.kabeldeutschland.de/_common/img/pic_logo.gif&imgrefurl=http://www.kabeldeutschland.de/&usg=__UHIIgUspHaq_c5Gae5saIPVLO20=&h=75&w=302&sz=5&hl=fr&start=7&sig2=7EbsaH8n_Q-oIkoXu5TyJw&tbnid=IZufvUQTTci2_M:&tbnh=29&tbnw=116&prev=/images?q=kabel+deutschland+logo&gbv=2&hl=fr&ei=jbjhSY3ZHKa6jAeAvqyIDg
http://www.google.fr/imgres?imgurl=http://www.eutelsat.com/fr/news/e-news/07_11/n-logo.gif&imgrefurl=http://www.eutelsat.com/fr/news/e-news/issue-18.html&usg=__4BLlqMKSSgKRliC71L5W5MPBUyE=&h=80&w=75&sz=4&hl=fr&start=13&sig2=pvDMZQ36UFdROUP5WRh2eg&zoom=0&itbs=1&tbnid=3T1By5byVo9diM:&tbnh=74&tbnw=69&prev=/images?q=neovision+logo&hl=fr&gbv=2&tbs=isch:1&ei=M9BzTK6qJYLOswa_rLniCA
http://www.google.fr/imgres?imgurl=http://www.haslertv.ch/img/cablecom_logo.gif&imgrefurl=http://multiservices.oldiblog.com/?page=articles&rub=9784&usg=__kkwuukYqfmAuFFJkHqFYcltSBbA=&h=122&w=200&sz=4&hl=fr&start=2&sig2=4jrEmR3aLUCwfdvykWwDvg&zoom=1&itbs=1&tbnid=QL_z_5g009H5pM:&tbnh=63&tbnw=104&prev=/images?q=cablecom+logo&hl=fr&sa=X&gbv=2&tbs=isch:1&ei=odBzTMPlH4aBswaY_9TcCA
http://www.google.fr/imgres?imgurl=http://www.archiv.mediashow.cz/pic/2008-09-24_logo_skylink.jpg&imgrefurl=http://www.archiv.mediashow.cz/lifestyle/vznika-satelitni-platforma-skylink-tradetec-nahrazuje-trade-and-technology.html&usg=__vLBg0MGeQ7-HBMoad8yIE0dlabo=&h=255&w=350&sz=12&hl=fr&start=8&sig2=Gdc24875pOvkblDZzAS5LA&zoom=1&itbs=1&tbnid=nagkZK1_XDxJjM:&tbnh=87&tbnw=120&prev=/images?q=skylink+logo&hl=fr&gbv=2&tbs=isch:1&ei=Wzt1TLPmHI3Eswbs57j7BQ
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Device Security can be view in three stages

ÁAuthentication

ÁDRM/CA System

ÁAccess Rights

ÁContent Storage

ÁClear Content 

Access

ÁUsage Rules 

ÁVideo Outputs

ÁLink Protections

ÁUsage Rules

Device Security

Into the 
Device

On the
Device

Out of
Device

Content

Usage Rules

Content

Usage Rules

Protection is needed for all systems that interact with the content 

and usage rules while passing through the device
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Federated Services Architecture
SERVICE

SUBSCRIBER MANAGEMENT CONTENT

NETWORK
FIXEDMOBILE

SATELLITETERRESTRIALCABLEDSL/FIBERWIRELESS

CONSUMER

ON THE GO AT HOME

Federated  Services  Architecture

Services Headend Security Headend

Seamless Experience

ñHeadend-in-the-Cloudò
A myriad of deployment topologies & business models

The MonetisationThe Business Logic
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Services : Federated content aggregation 

Blend OTT services into PayTV offer

ü The Operator becomes the aggregator of broadcast 

and OTT

ü Live TV

ü VoD

ü CatchupTV

ü Internet content

ü ñDepartment Storeò vs ñChinese MarketòïOne place 

to shop, one place to pay (single bill)

ü Extension of a working concept already implemented 

by Numericable: Multi-VOD shop 

http://images.google.com/imgres?imgurl=http://www.collider.com/uploads/imageGallery/CBS_logo/cbs_logo.jpg&imgrefurl=http://www.collider.com/entertainment/tv/article.asp/aid/11949/tcid/1&usg=__8HPhxdNWJONx-3DmCrS4owjOv-Q=&h=130&w=201&sz=18&hl=en&start=14&tbnid=ZUyPqxr8b4OemM:&tbnh=67&tbnw=104&prev=/images?q=logo+cbs&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.dt3.de/assets/images/RTL_LOGO.JPG&imgrefurl=http://www.dt3.de/html/links.html&usg=__PTm55xz3ntBIXipt9iDKXWEUsZw=&h=365&w=1636&sz=117&hl=en&start=1&tbnid=gScVnGEkuYBNHM:&tbnh=33&tbnw=150&prev=/images?q=logo+rtl&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://mediaunautreregard.files.wordpress.com/2009/04/logo-tf1.jpg&imgrefurl=http://mediaunautreregard.wordpress.com/2009/04/27/tf1-fait-de-la-pub-sur-tf1-pour-tf1-enfin-tf1fr/&usg=__egajnILAmAo52oq_wWH1JGunkAk=&h=103&w=250&sz=4&hl=en&start=2&tbnid=FxNiULAD0dIVkM:&tbnh=46&tbnw=111&prev=/images?q=logo+tf1&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.cafe-liebenswert.de/img/logo-ZDF.gif&imgrefurl=http://www.cafe-liebenswert.de/&usg=__pVrvESsYgIXK1lB3CLN2WYc81a0=&h=265&w=450&sz=105&hl=en&start=3&tbnid=Md_32096WvbSiM:&tbnh=75&tbnw=127&prev=/images?q=logo+zdf&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.unesco.de/typo3temp/pics/2aa65f6a36.gif&imgrefurl=http://www.unesco.de/fkkv07.html?&L=1&usg=__SEFPnKfEbrBuYGD2no_XzcMUHWg=&h=70&w=241&sz=15&hl=en&start=4&tbnid=JbZSDpCaIPjG2M:&tbnh=32&tbnw=110&prev=/images?q=logo+ard&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.businessweek.com/the_thread/brandnewday/archives/nbc-logo.jpg&imgrefurl=http://www.businessweek.com/the_thread/brandnewday/archives/2008/09/nbc_news_manage.html&usg=__HUr_mmVr4bNXicp5xdweGGlxazc=&h=300&w=300&sz=9&hl=en&start=2&tbnid=qb2ETmbDDA9GPM:&tbnh=116&tbnw=116&prev=/images?q=logo+nbc&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://fusedfilm.com/wp-content/uploads/2008/11/universal-logo.jpg&imgrefurl=http://www.fusedfilm.com/2008/11/fused-focus-2009-universal-pictures-preview-line-up/&usg=__LEAbsDnd7em3883SHC-9M6ZmGxo=&h=253&w=550&sz=19&hl=en&start=1&tbnid=JOOSRkVPGzvp0M:&tbnh=61&tbnw=133&prev=/images?q=logo+universal&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.michaeldeas.com/Mike Deas Website/site_images/columbia_pictures_logo_520.jpg&imgrefurl=http://www.michaeldeas.com/Artwork.htm&usg=__i_NL7J4I7l8SrUuVZ0CvlFMkc-o=&h=520&w=485&sz=26&hl=en&start=1&tbnid=S2eyHzYdni5QSM:&tbnh=131&tbnw=122&prev=/images?q=logo+columbia&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://upload.wikimedia.org/wikipedia/fr/thumb/8/86/Logo_disney-co.svg/614px-Logo_disney-co.svg.png&imgrefurl=http://fr.wikipedia.org/wiki/Fichier:Logo_disney-co.svg&usg=__glflOpDJEWb1Qg_xyWs-TFqLqOs=&h=350&w=614&sz=29&hl=en&start=18&tbnid=XmW4pHO9BFCQLM:&tbnh=78&tbnw=136&prev=/images?q=logo+disney&gbv=2&hl=en&sa=G
http://images.google.com/imgres?imgurl=http://openhacklondon.pbworks.com/f/1244545409/Paramount_Logo.gif&imgrefurl=http://openhacklondon.pbworks.com/Partners&usg=__GEwQRHwQ1LiH6nZ35pTqqOFwc8I=&h=320&w=430&sz=10&hl=en&start=3&tbnid=AkP8MpT6WYEyCM:&tbnh=94&tbnw=126&prev=/images?q=logo+paramount&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.onscreenasia.com/agimages/MGM-LOGO.jpg&imgrefurl=http://www.onscreenasia.com/ag-detail.asp?id=94&usg=__v4OM1k6odWftuzQAQ6Yzkt9oZ3E=&h=390&w=567&sz=85&hl=en&start=2&tbnid=j0_qeOxxmNsQnM:&tbnh=92&tbnw=134&prev=/images?q=logo+mgm&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://scrapetv.com/News/News Pages/Entertainment/images-2/20th-century-fox-logo.jpg&imgrefurl=http://scrapetv.com/News/News Pages/Entertainment/pages-2/Fox-claws-it's-way-into-21st-Century-with-Wolverine-movie-leak-Scrape-TV-The-World-on-your-side.html&usg=__yoexZPZhEmZw2Y_NGGmW1gJVORA=&h=284&w=350&sz=18&hl=en&start=18&tbnid=OUkG8nT_laHf5M:&tbnh=97&tbnw=120&prev=/images?q=logo+fox&gbv=2&hl=en
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What about small and medium size Cable Operators? 

HDTV and beyond

ü HDTV to drive Digital TV

ü Security is a MUST

ü Cheap STBs  and CI+ CAMs make the business 

case fly

ü Make use of open devices 

üThey are anyway there

üThey increase the attractiveness of your offer

ü Cost effective entry solution with option to extend 

to VoD and CatchUp TV 

OR 

ü Join forces and go for a hosted solution

Hosting provider


